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Data Protection for Small to Mid-
sized businesses

Information on protect-
ing your company’s vital
data and options on how
to do so.

One definition for data
protection is “to protect
against loss of data ac-
cess.” The need for protect-
ing business data is univer-
sal, whether you own a
small or medium size busi-
ness or you are a large en-
terprise. Being able to
backup and access data in
times of need is crucial for
any business today.

There are many different
data protection options out
there for small to mid-sized
businesses. However, it is
important to find a solution
that works best for your
business needs and is cost
effective. Some examples
include:

1. Internal Storage - This
solution copies data to
another disk and allows
for fast backup and

expensive.

. Tape Storage Systems -

The traditional method
for backing up data to a
removable media.

. Remote Service Provid-

ers - This solution
replicates data offsite to
a storage system pro-
vider. However, a small
business may not have
the appropriate band-
width needed to restore
data.

. External USB Drives -

This solution copies data
to another disk attached
to a USB port. However,
this option does not allow
for cyclical backups and
is not a rugged, portable
media.

. Removable Disk Sys-

tem - This solution is the
newest solution.

Backups are created to
removable media with
rugged cartridges.

A backup and recovery

recovery. There is also
no removable media.
However, this solution
tends to be the most

solution strategy should be
specific to the circum-
stances of an individual

data. Data thatis
unlikely to be used on a
every day basis should
be moved to another type
of device where it is pro-
tected and can be re-
called when needed.

Backup data on a
regular basis. Backups
may be done as
complete backups or
some form of incremental
backup where only
changed data is backed
up. Backups should be
done on a periodic basis
and done cyclically.

Remember to test back-
ups regularly. Backups
need to be restored to
provide some measure of
assurance that the data
protection being done will
work when needed.

Notify your IT support.
If you notice a potential
problem with your
backups let your IT staff
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Things to Consider:
Are you Concerned about
Uptime?

An IT inventory and criticality review
can help to determine how uptime can
effect your business.

Okay, admit it. You are concerned about
uptime! In fact, as a business owner it is
one of your major concerns. If your com-
puter systems are not up and running, you
experience lost productivity, increased
costs, lower levels of customer service,
reduced employee morale and many other
problems. So what can you do?

Many organizations start by completing
an inventory of their IT equipment. The
goal is to identify your Single Points of
Failure (SPOFs). Once you identify your
SPOFs, you can do something about them.
Look at each component to determine if
the failure of the device could cause an
impact to your operations. For example, if
you only have one hard drive, you have a
single point of failure.

Next the criticality review examines
time and its impact to your organization. At
what point does having your printer down
move from low priority to medium and then
to high? Maybe you can last a couple of
days without a printer or perhaps even
weeks if you have other printers in your
office. If Internet connectivity is important
to you, and you only have one ling, it may
be a high priority from the first hour of
downtime.

Now that you have a criticality review
and inventory of your IT equipment, the
last step is a plan to build in redundancy
and/or replacement. In the printer down
example, you may be able to shift printing
from the down device to another printer in
your office. If Internet connectivity is criti-
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Perform backups regularly for all
irreplaceable data.

Regularly monitor backups to verify
the integrity of the backups.

o Notify your IT support as soon as
you notice a potential problem with
your backups.

e Archive Backup
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10 Tips for Using Instant Messaging in Your Business

Tips for Instant Messaging in
your business. Protect your busi-
ness and your employees with
these dos and don’ts.

“Instant messaging [IM] could well
be the dial tone of the future-albeit a
silent one,” says The Wall Street
Journal, noting that more than 200
million people are now sending IMs.
The above number also includes
employees who use IM at their busi-
ness. Whether it's for a meeting or
receiving real-time information from
vendors or suppliers, employees from
businesses large and small are using
it as a communication tool.

However, aside from the opportu-
nities for time and cost savings, there
are risks and downsides to IM use
as well. Here are 10 IM do’s and
don’ts many business owners should
consider.

1. DO: Create a user policy for IMs.

Employees need to understand

what is okay and what is not okay

from company standards.

.DON'T: Use IM to communicate
confidential or sensitive information.

IM is better suited for quick
information to avoid a phone call or
email.

. DO: Organize your contact lists to

separate business contacts from
family and friends.

. DON'T: Allow excessive personal

messaging at work. Urge that
personal chats be done during
breaks or on their lunch hour.

. DO: Be aware that instant

messages can be saved.

. DON'T: Compromise your

company’s liability or your own
reputation. Be careful about what
you say regarding other companies
or employees.

. DO: Be aware of virus infections

and other security risks. Learn
about the quality of your own
firewall protection before allowing
file transfers via Instant Messaging.
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8. DON'T: Share personal data or
information through IM.

9. DO: Keep your instant messages
simple, to the point, and know when
to say goodbye.

10.DON'T: Confuse your contacts
with misleading user names or
status. User names should be
consistent throughout the company
and users should update their
status regularly.



